[Tpunoxenue 5

denepanbHOE rOCYIapCTBEHHOE OIOKETHOE 00PAa30BATEIHHOE YUPEXKICHUE BBICILIETO
obpazoBanus « TaMOOBCKHUIA rocynapCTBEHHbIN yHUBEpcUTET uMenu [.P. Jlep:kaBuHay»
NuctutyT MareMaTtuku, Pu3nku 1 HHPOPMAITMOHHBIX TEXHOJIOTUN
Kadenpa maremarnueckoro MoJieTMpOBaHMs 1 HHPOPMALIMOHHBIX TEXHOJIOTUI

YTBEPX/IAIO:
JUpPEKTOP-UHCTUTYTA

0 T0BPAS
%8 0rPAI0843,04

HHOOPMAOIHE
TERHOSON

0
%

O
- N
s N

S

PABOYAS ITPOT'PAMMA

no puciumuinae b1.B.JIB.05.3 "Networksecurity"

Hanpasnenue noarorosku/cnenuanbHocTb: 10.05.05 - bezonacHocTh HH(DOPMALIMOHHBIX
TEXHOJIOTUH B IPaBOOXPAHUTENIBHOM cepe

[Ipoduns/HanpaBieHHOCTH/CrIeUATU3aIHs: TeXHOIOTHH 3aIIUThl HH)OPMALIUH B
IPaBOOXPAHUTETHHOU chepe

VYpoBeHb BBICIIET0 00pa30BaHMsL: CIIELUATUTET
Kpanu¢ukanus: CrnenuanucT no 3amuTe HHPOopMaIiu

rox Habopa: 2021

TamboB, 2022



ABTOp NMpOrpamMmsbi:
Kannunar nenarornyeckux Hayk, noueHT CamoxBanoB Alnekceit Bnaaumuposuu

Pabouas mporpamma cocrapnena B coorBeTcTBuu ¢ ®I'OC BO mno nampasienuto noaroroBku 10.05.05 -
be3zonacHocTs MHGOPMAIIMOHHBIX TEXHOJOTHH B TPaBOOXPAaHUTEIBHON cdepe (YpOBEHb CHEIHATIUTETA)
(mpuxa3 MunuctepcTBa oopazoBanus 1 Hayku PO ot «26» Hos0ps 2020 . Ne 1461).

PabGouwass mnporpamma mnpuHsitTa Ha 3acenanud Kadeapbsl mareMaTHUecKOro MOJAETUPOBAaHUS U
nHpopmarmoHHbIX TexHOomoru# «18» mast 2021 1. [Iporokon Ne 9

Paccmorpena u omoOpeHa Ha 3acemaHun YdeHoro coBera MHcTuTyTa MareMaTukd, (U3UKA U
nH(popMaIrmoHHBIX TexHONMoruH, [IpoTokon ot «05» urons 2021 . Ne 5.



COIEPXAHUE

B (5011708 BB 12 2 001 02 (0300200 00711 4

. Mecto muctiatIuHBL B CTPYKTYPE OIT CITETIHAIIACTA. . ...t veneteete et et ete et et et eeeeeeeeeeaeeeanans 4

. O0OBEM U COMEPIKAHME TACTIATIITITHBL. . . ..\ vsussenssenteenseenneenseenneeneeeaseeeseanasanseanseanseenreenneenneans 5

. KorTpons 3HaHM# 00y4Jaronuxcst U TUTTOBBIC OITCHOUHBIE CPEICTBA. ... vtnureenrsenreenreenneenneenneenneenneans 10
. MeToandeckne ykazaHus I 00YUYAIOITAXCS 10 OCBOCHHUIO JUCITUTUTHHBI (MOJTYTIS) ..\ vveeeeeanreannannnns 13
. YueOHO-MeTonnYeCKOe U HH(POPMAIIMOHHOE 00CCIICUCHHE TUCIIMIIMHBL. . ... vvvsenransereereareareensannnns 14
. MarepuanbHO-TeXHUYECKOe obecrievueHue JICIIUTUTAHBI, MpOTrpaMMHOE obecrieveHue,

npodeccroHabHBIC 0a3bl TaHHBIX U WH(POPMAITHOHHBIE CITPABOTHBIC CHCTEMBL. . ...'vveeereenreanreansannns 15



1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

ITIK-3 CriocobeH mpoBOANTh WHCTPYMEHTAIBHBI MOHUTOPHHT 3alTUIIICHHOCTH KOMIIBIOTEPHBIX CHCTEM U

cerent

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JEsSTEIhHOCTH B
cthepe: 12 Obecneuenue 6e30macHOCTH (B cdhepe 3auuThl HHPOPMAIIUN)

1.4 B pe3ynbrare 0CBOCHMSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE Kon u HanmeHoBaHme
(hyHKUMY / TPYAOBBIC komriereHu @I'OC BO,
(GbyHKUMY / TPYyAOBBIC MU HEOOXOIUMOM 1Ist .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-3 Cnocob6en npoBonuts |[IpoBomut WHCTPYMEHTAJIbHBIN MOHHUTOPUHT
WHCTPYMEHTAJIbHBIN 3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM H CeTel s
MOHUTOPUHT obecrmieueHus UX 0€30MMaCHOCTH
3aIUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM U
cerei

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-3 CnocobeHn mpoBOAUTH
KOMITBIOTEPHBIX CHCTEM U CETCH

I/IHCTp}IMeHTaHBHHﬁ MOHHUTOPHHI'  3alMIICHHOCTH

Ne
n/m

HanmenoBanme
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas
(cemectp)

617|819

1 [Ananus +
3aIAIEHHOCTU
KOMIIBIOTEPHBIX CETEH

2 |be3omacHoCTh +
KOMIIBIOTEPHBIX CETEH

3|3ammTa nporpamMm u +
JTAHHBIX

4 {O3HaKOMHUTEIIbHAS +
IMpaKTUKa

5 |CucrteMsl U ceTn + | +
nepeaavn
uHopMaru

2. Mecto nucuumiimabl B cTpykrype OIl cnenmanurera:

HuciunmHa «'"Networksecurity"» oTHOCHUTCS K 4YacTH, (popMuUpyeMoil ydacTHHKaMH OOpa30BaTeIIbHBIX
OTHOIIICHUH, yueOnoro turana OIl mo wnHampaenenuto mnoxaroroBku 10.05.05 - be3omacHoCTh
MH(OPMAIIMOHHBIX TEXHOJIOTUH B TPaBOOXpPaHUTEILHOMU cdepe.

JuctumuHa «"Networksecurity"» u3ydaercs B 4 cemectpe.




3.00beM U coep:kaHMe TUCHUILUTHHBI
3.1.00beM ITUCIUTUIUHBI:

Bun yueGHOM paboThI (Bcef:r)glj{ii%)
OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 108
KonTaktHas pabora 64
Jlexnuu (Jlexrun) 32
Jlaboparopnsie (JIab. pab.) 32
CamocrosrenbHas padota (CP) 44
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp
1 [TorpeOHOCTE B 4 ala TectupoBanue
KnoepOe30nacHOCTH
2 ATaku, IOHATHUS 1 4 12| 4 TecTtupoBaHue
TEXHHUKHU
3 3amura JaHHbBIX | TecTtupoBaHue
KOH(UIEHITUATBLHOC | 2 2 4
TH
4 3amura ) ) 4 TecTtupoBanue
OpraHHU3aIiH
5 Oo6pasoBanue u TectupoBanue
Kapbepa B chepe >l a4
MH(POPMALTMOHHON
0€30MacHOCTH
6 Kubepbe3onacHocTh TectupoBanue
— Mup 3kcnieproBu | 2 | 2 | 4
MIPECTYITHUKOB
7 Ky6 > 12| a TectupoBanue
KnoepOe30nacHOCTH
8 Yrpo3sl TecTtupoBaHue
KnoepOe30nacHOCTH >l ala
, YSI3BUMOCTH U
aTaku
9 CrocoOsI 3aIuThI TecTtupoBanue
CEKpETHOM 2 1202
nHpopmarun
10 ObecneueHus TectupoBanue
LEJIOCTHOCTH 2 2| 4
TaHHBIX
11 Konnenmmsa «noatb ) ) ) TecTtupoBanue
JEBSATOK»




12 3amura ypoBHEH TectupoBanue
obecriedeHus 2 12 |2
KkrbepOe30nacHOCTH

13 Kak crarb TecTtupoBanue
CHEIHAIUCTOM B
obmactu
KnoepOe30nacHOCTH

Tema 1. IlorpedHOCTH B knOepoesonacHoctu (IIK-3)

Jlexknus.
Beenenue. IlorpebHOcTh B kuOepOe3onacHocTH. Ilepconanbhbeie nanHble. Uto Takoe «IlepcoHanmbHbIE
naHHele». Yrto Takoe kubOepOezomacHOCTh. MpenTudukanus monb3oBaTens OHJAHH U oddraiin.
Boruucnurensuele  ycrpoiictBa. KoproparuBhbele agannble. Uto Takoe «KopmopaTuBHBIE TaHHBIEY.
[TocnencTBust HapymieHus: O€30MACHOCTU. 3JOYMBIIUICHHUKH W 3KCIEPThl MO KHOepOe30macHOCTH.
[Tpodwmis kubepnpectynuuka. KOpuandeckue u sTuyeckue npoodiemsl kuobepoesonacHocT. Kubeppoiina.
[TonsTHe KMOEPBOIHEI.

JlaGopaTopHbie padoThbI.
1. Yro takoe «KopriopaTuBHbIE JaAHHBIE»
2. IlocnencTBus HapymieHus: 0€30MaCHOCTH

Tema 2. Ataku, nonsatus u Texuuku (I1K-3)

Jleknus.
AHanmu3 kuOeparaku. YsA3BUMOCTH CHCTEMBI O€30MAaCHOCTH M IKCIUIOWTHI. THIBI YSA3BUMOCTEH CHCTEMBI
6e3onacHocTH. Tumbl 1 cumnToMbl BpenoHocHoro [10. CriocoOs! mpornkHOBeHUA. OTKa3 B 00CTy)KMBaHUH.
Jlanamadt kubepode3omacHocTr. CMmeraHHas aTaka. YMEHbIIEHNE TTOCICICTBH.

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
1. 3amanue. OnpeneneHue TEPMUHA KYSI3BUMOCTBY.
2. 3apanue. Onpeznenenue TUIOB BpenoHocHOro [10.
3. 3apanue. Onpenenenue tuna DoS-ataku.

Tema 3. 3amura 1aHHbIX U KOHpuaeHnuaabHoctu (IK-3)

Jlekumus.
3ammTa yCTPOMCTB M CETH. 3allliTa BBIYUCIUTEIBHBIX YCTpoicTB. CoOmoaeHue mpaBuia 0€30MacHOCTH
MPU HMCTIOJIB30BaHUM OCCIPOBOAHBIX ceTeil. Vcronp30BaHNEe YHUKAIBHBIX MApOJICH ISl KKIOH YUETHOU
3amucu B ceTd. Benenuwe pannbiX. IlludpoBanue nanHbIXx. Pe3epBHOE KONMUpOBaHUE JTAHHBIX.
OxoHyarenbHOE yJaleHHe JaHHbBIX. 3allliTa MePCOHANbHBIX JaHHBIX B ceTH. HanexxHas ayreHTUUKaLUs.
JByxdakropras ayreHTHGuKamus. OAuth 2.0. KonpuaeHmatsHOCTS 37IEKTPOHHOM MOYTH U BeO-Opay3epa.

JlaGopaTopHbie padoThbI.
1. Coznanue U COXpaHEHNE HAIEKHBIX IapoJien
2. Pe3epBHOE KOITUPOBAHME JAHHBIX BO BHEIIHEE XPAHWIIUILIE
3. JJaboparopnas pabora. Hackonbko puCKOBaHHO MOBEJICHHE MoJIb30BaTeNs B IHTepHeTe?

Tema 4. 3amura opranuzanun (ITK-3)
Jlexknus.

MexceTeBble SKpaHbl. THUITBI MEXCETeBBIX KpaHOB. CKaHMpPOBAaHUE MOPTOB. YCTpPOMcTBAa OE30MACHOCTH.
OOHnapyxeHne aTak B peajJbHOM BpeMeHH. OOHapy)XeHHe arak B peaJbHOM BpemeHHu. Jlyumme
MPaKTUYEeCKHEe METOAMKH Mo MH(popMannoHHO# OezomacHocTu. Iloaxon k kuOepOe30macHOCTH Ha OCHOBE
noBezieHus. botHeT. YOuiicTBeHHas 1ernouka. YOMNCTBEHHas Leroyka B kuOep3amure. be3omnacHocTs Ha
ocHoBe moBeneHus. NetFlow u xubeparaku. Ilonxon Cisco k kubep6e3onmacnoctu. CSIRT. CoopHuk
CIIeHapHeB Mo obecreueHno Oe3omacHOCTH. MHCTpYMEHTBI Uil TMPEJOTBpALCHUS W OOHApYXEHHUs
nunuaenTos. Cucremsl IDS u IPS.



3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1. 3apmanue. OnpeneneHue 0TBETa MPOrpaMMbl CKAHUPOBAHUS MOPTOB.
2. 3apanue. OnpeneneHue ycTporcTBa 6€30MacHOCTH.
3. 3aganue. OnpeneraeHue NOpsIKa dTAOB YOUMCTBEHHOM IIETIOUKH.

Tema 5. O0pa3oBanue u kapbepa B cepe nunpopmanuonnoii 6ezonacuocru (I1K-3)
Jlekumus.
OO6pazoBanue u Kapbepa B chepe wuHDOpMAIMOHHONW O€30macHOCTH. BO3MOXHOCTH cepTUhUKAIIH.
Bo3moxnoctn ceprudukanuu. PacmpenHbie Bo3MOXXKHOCTH ceprudukanuu. Kappepa. Bakancuum B
obmnacTtu kubepOe3onacHocTu Ha caite Cisco.com. JIpyrue Bakancuu B cepe KubepOe30macHOCTH.

Tema 6. Kudepoe3zonacHocts — Mup 3KkcnepToB U npecrynuukon (I1K-3)
Jlekumus.
KubepbezonacHOCTh — MHUP JKCHEPTOB H  NOpecTynmHUKOB. OO030p ypoBHeW oOecredeHus
kubepoe3zonacHoctu. I[Ipumepsl ypoBHe# obecrneuenus kuOepOezonacHoctu. Poct kubepaomenoB. Kro
Takhe KuOeprpecTynHUKH? MOTHUBBI KHOEPIPECTYIHUKOB. 3aueM CTAHOBUTHCS CIEHUATMCTOM IO
kubepoeszonacHoctu? IlpoTuBomeiicTBHE KUOEpNpEeCTymHUKAM. THIOBBIE yIPO3bl JJIsi  KOHEYHBIX
nosb30Baresieid. TUIbl MepCOHANBHBIX JaHHBIX. YTpo3bl MHTEpHET-CepBUCaM. YTPO3bl KIIFOUEBBIM OTPACIIAM
MIPOMBIIIUICHHOCTH. YTPO3bl 00pa3y W3HHM Jtofei. BHyTpeHHHWE W BHEUIHWE YTPO3bl. YA3BUMOCTH
MOOWIBHBIX ycTpoicTB. [losiBnenue MHTepHera Bemied. BnmsiHue Oonbmux naHHBIX. Vcmonb3oBaHUE
nepeoBoro opyxwus. boiee mumpokuit oxBaT W KackamHbii 3ddext. [Ipenmockuiku 06e30macHOCTH.
[ToBeIIEHHOE pacnio3HaBaHKE yTrpo3 | [kubepOezonacHocTU. Pemenne npobaemMbl HEXBATKH CIIEUATHCTOB I
kubepoe3zonacHocTu. HarmonanpHas KoHIeNmus mpo(ecCuoHaNbHOW MOATOTOBKH COTPYIHHKOB B cdepe
kubepoeszonacHoctu  (The National Cybersecurity Workforce Framework). Ilpodeccnonanpabie
opranmzanuu. CTyleHYecKHe OpraHuM3allid W KOHKypchl 1o KkuOepOezomacHoctu. OtpacieBbie
ceprupukanuu. Ceprudukanuu, CHOHCHpyeMble KommaHusiMu. Kak  crare  SKcmeproM 1O
KnbepOe30macHOCTH.
JlaboparopHbie padoThbI.

1 TTouck paGotsl B chepe knbepOe30nacHOCTH.

2 Unentuduxanus yrpos.

3 3agaum npodeccruoHaoB B cepe KnoepOe30MacHOCTH.

4 Packet Tracer — co3maHue KOMIBIOTEPHOTO MUPA.

5 Packet Tracer — OOmieHue B kubepmupe.

Tema 7. Kyo kuoepoe3onacuoctu (I1K-3)
Jlekuus.

[Tpuntuner nHGOpMaoHHON O6e30omacHOoCTH. CocTosiHUS TaHHBIX. Mephwl [ kubepoe3onacHocTH. [Ipuninm
KOH(QUIECHIIMATbHOCTU. 3alluTa KOH(PUACHLUUAJIbHBIX JaHHbIX. KoHTpomb pgocTyma. 3akoHbl U
OTBETCTBEHHOCTh. [IpUHIMN LIETOCTHOCTH MAaHHBIX. TpeOoBaHUS K IEJOCTHOCTH HaHHBIX. [IpoBepku
nenoctHocTH. [Ipunnun mocrynHocTH. Ilare aeBsTtok. ObOecneuenne NOCTymHOCTH. BapuaHThl XpaHeHUs
JaHHBIX. 3afaddl 3alUThl XPaHALIMXCS JaHHBIX. MeToAbl Mepenadyd JaHHBIX. 3ajJayd  3alluThl
MepeIaBacMbIX JaHHBIX. Buasl 00paObOTKM MaHHBIX. 3aJadyd 3amUThl  00padaThIBAEMBIM JAHHBIX.
TexHOJOrMYeCKue NPOrpaMMHBIE MeEphl 3alMTHl. TEXHOJOTMYECKHE allapaTHble Mepbl 3allUTHI.
TexHOoJOrMYecKue CeTeBble Mepbl 3allUThl. TE€XHOJIOTMYECKHEe CpEeICTBa 3alluThl Ha 0asze obnaka.
OOpa3zoBarenbHble W ydeOHbIE MepompusaTHs 10 KkuOepOezonacHocTd. DopMHUpoOBaHHUE KYJIBTYPHI
kuobepoeszonacHoctu.  [lomutuku.  Cranmaptel.  Pexomenparmuu.  Ilpomemypel.  OG630p  Momenwu
KnOepOe30nmacHOCTH. YpoBHH obOecnedeHuss kubepoOe3omacHocTH. KoHTpompHbie 1emu.  Cpenctsa
ympaBieHus. Monens [ kubepoeszonacHoctu  [SO wu  Ttpmama «KIJI». Wcmons3oBanue wmomen
[Ixknoepoe3onacuoctu [SO u cocrostHus maHHBIX. Mogens [ |kubepoe3omacHoct [ISO 1 MephI 3aITUTHI.

JlaGopaTopHbie padoThbI.
1 VYcranoBka BupTyanbHo# MamuHel Ha [1K.
2 AyreHTH(UKaIUs, aBTOPU3ALMS U YUET.



3 Packet Tracer — u3yuenue muppoBanus (GpaiaoB U TaHHBIX.
4 Packet Tracer — mpoBepKa IETOCTHOCTH (PailyIoB U JaHHBIX.

Tema 8. Yrpo3bl kudepoe3onacuoctu, ya3sBumoctu u ataku (I1K-3)
Jlekumus.

VYrpo3sl knOepOe30MmacHOCTH, YA3BUMOCTH W araku. YTo Takoe BpemoHOcHas mporpamma? Bupychr,
MHTEPHET-4epBU U «TposiHCKUE KoHW». Jlormueckume OomObl. Ilporpammsbi-BeiMorarenu. baknopel u
PYTKHUTBI. 3amura OT BpenoHOCHBbIX mnporpamm. Cnam. Illnuonckoe, pexknamuoe I[1O w mopnenbHbIE
AHTUBUPYCHBIC Tporpammbl. OummHr. BummmHr, cMumuHTt, dhapMUHT U yIHUIHHT. 3apakeHune Opaysepa u

MOJKJTIOYaeMbIX MOJyJIei. 3amuTa OT aTak uepe3 Opay3ep U ANIeKTPOHHYIO mouTy. ColuanbHas HHKEHEepUs.
TakTuky conuaabHON WHXKEHEpPUHW. B3mmsanm depe3 miedo W MOUCK B Mycope. Mmmepconmdukanus u
pO3bIrphIl. HecaHKIIMOHMPOBAHHOE MPOHUKHOBEHHE. MomeHHUYeCTBO B MIHTEepHETE U MO 3IEKTPOHHOM
nmoure. 3amura oT oomana. Otka3 B oociyxuBanuu. [IpocnymuBanue. [Tonmena. Ataka yepes mocpeaHuka.
Ataku HyneBoro qHs. KiaBuarypHble mmuoHb! (KeUIorepsl). 3amuTa OT atak. YCJIoBHO BpeaoHocHoe [10 u
cmumuHT. Bpenonocuslie Toukn nocryna. [mymenue paanodactoT. Bluejacking u Bluesnarfing. Ataku Ha
WEP u WPA. 3amura oT arak Ha OECHpOBOIHBIE CETH M MOOWJIBHBIC YCTPOWCTBA. MeEKCaWTOBBIM
ckpunituHr. Bueapenme xkoma. Ilepenmonnenne Oydepa. VYmameHHBINH 3allyCK NpOTpaMM. DIJIEMEHTHI
yrpasieHus ActiveX u Java. 3ammura oT aTak Ha TPHIOKECHHUS.

JlaGopaTopHbie padoThbI.
1 OGnapysxeHue yrpo3 u ys13BUMOCTEH.
2 Packet Tracer — nactpoiika WEP/WPA2 PSK/WPA2 RADIUS.

Tema 9. Crioco0bI 3amuThI cekpeTHOH nHpopmanun (ITK-3)
Jlekumus.
HckycerBo 3amuThl  cekperoB. Yto Takoe kpuntorpadus? HMcrtopuss kpuntorpaduu. CosmaHue
KpuntorpamMmbl.  JIBa Tuma mmumdposanua. I[lpoumecc cummerpuyHoro  mmdpoBaHus.  Tumsl
kpunrorpadpuueckux — mpeoOpazoBaHuii. CumMmeTpuuHble  anroputmbl  mmdpoBanus.  [Iporecc
aCUMMETPUYHOrO MHU(GPOBaHUA. ANTOPUTMBI ACUMMETPUYHOTO MMU(GPOBAHUA. YIpaBICHHUE KIIOYaMHU.
CpaBuenune tunos mmdposanus. [Ipunoxenus. Cuctemsl pasrpanudeHus Gpusndeckoro nocrymna. CucteMbl
pasrpaHuyeHust Joruueckoro aocrymna. CpeacTsa aJMUHUCTPATUBHOTO KOHTpoJd noctymna. O0s3aTenbHoe
pasrpannyeHue gocryna. JIMcKkpennoHHoe pa3rpaHudeHue AocTyna. KoHTposabs 10CTyna Ha OCHOBE poJeil.
Pasrpannuenue poctyma Ha ocHoBe mpaBuia. UYto Takoe wuaeHTHuKanusa? CpeactBa KOHTPOJIA
unentTuduranuu. Yto-to, 4to MBI 3HaeM ((pakrop 3HaHM). UTO-TO, 4TO MBI MMeeM ((pakTop BIAIACHUS).
Urto-To, uTO sBNIsSETCS 4yacThio Hac ((akrop cBoiicTBa). MHorodakropHas ayreHTudukanus. Yto Takoe
apropuzanusi?. HMcnonmp3oBanue aBropuzanuu. YTo Takoe OT4ETHOCTH? BHeapeHWe OTYETHOCTH.
[IpeBeHTHBHBIE cpeacTBa KOHTpois. Crep)kuBaroliue CpefcTBa KOHTpoJsi. PacrnoszHaBatenbHble cpelicTBa
koHTposisl. Koppektupyromue cpencrBa koHTposisi. CpencrBa BoccTaHOBIeHHs. KommeHcupyromme
cpeAcTBa KOHTposis. UTO Takoe MacKupoBaHWE MAHHBIX? MeToabl MacKMpOBaHMs AaHHBIX. UTO Takoe
creradorpadus?. Meronbl creranorpadun. CormanbHasi creraHorpadus. O6HapyxeHue. OO0dyckaius.
[Tpunoxenus.
JlaGopaTopHbie padoThbI.
1 IIpumenenue creranorpaduu.
2 Packet Tracer. Hactpoiika TpancrnoptHoro pexxuma VPN.

3 Packet Tracer. HacTtpoiika TyHHenbHOTO pexuma VPN.

Tema 10. O6ecneyenus neaocTHocTu AaHHbIxX (ITK-3)
Jlexknus.



Yro mnoHumaercss mox xemmpoBaHuem? CBoHCTBa  XemI-PyHKIHUH. AJTOPUTMBI  XCIIUPOBAHUS.
CoBpeMeHHbIE aITOPUTMBI XEIINPOBaHH. XeuIrnpoBanue (HainoB U nU(POBBIX HOCUTENEH. XeuIMpoBaHue
naponeil. [Ipunoxenus. B3nom xemreir. Uro nonumaercs nox godasnenueM conu? IIpenorspaiieHue arax.
Peanm3zanus mexanusma go6asnenus conu. st uero npumensiercs mexannzm HMAC? Tlpunnun geiictBus
mexannmsmMa HMAC. Ilpumenenne mexanuzmMa HMAC. Uto coboil mpeacrapnsieT mudpoBas MOAMHUCH?
HeBo3moxkHocTh oTKaza. [Iporeccsl, npuMeHsemMble MpU co3iaHuu nudpoBoi noamnucu. Mcmonb3oBaHue
udpoBbIx noxnucei. CpaBHEHUE anropuTMOB IU(poBoi noanucu. Uto coboil mpeacrapnseT nudpoBoit
ceprudurar? Hcnonp3zoBanue 1UPpoBeIX ceprudukaroB. Yro coOOH MpencTaBiseT HUCTOYHUK
cepruduraroB? Yto comepxur B cebe mudposoit ceprudukar? Ipomnecc nposepku. IlyTh cepruduxara.
IlenoctHoCcTh maHHbIX. CpencTBa KOHTPOJSA BBOJAA AaHHbIX. [IpaBuiio nposepku. IIpoBepka Tuma JaHHBIX.
ITpoBepka BxoaHbIX HaHHBIX. IIpoBepka anomamuii. LlenmocTHOCTh 0OBekTa. CChUIOYHAS ILETOCTHOCTb.
LlemocTHOCTE JOMEHA.
JlaGopaTopHbie padoThbI.
1 Bsnowm napousi.
2 HUcnonp3oBaHue HUPPOBBIX MOIMUCEH.

3 VYnaneHHbIN 1OCTYII.

Tema 11. Konuenuusi «nsth aeBaTox» (I1K-3)
Jlexknus.

UYro o3Ha4aeT TEPMHH «IATh JAeBATOK»? Cdepbl, B KOTOPHIX peaiu3anus KOHIENIUU «ISATh JIEBATOK»
o0s13aTenbHA. YTPO3bl JHOCTYHNHOCTH. [IpoeKTupoBaHHE CHUCTEM BBICOKOW IOCTYNMHOCTH. MpeHTuduxanms
pecypcos. Knaccudukanus pecypco. Crannapruzanus pecypcoB. Unentudukanus yrpo3. AHaIN3 PUCKOB.
Yerpanenue. MHoroypoBHeBblii moaxoa. Orpanudenue. PasznooOpasue. CoxpbiTHe HH(OpMAIMH.
IIpocrora. Eaunas Touka otkasa. PesepBupoBanue mno cxeme "N+1". RAID. STP. PesepBupoBanue
MapuIpyTu3aTopoB. CriocoObl pe3epBHPOBaHUS MapIIPYTHU3aTOPOB. Pa3Merienne pe3epBHBIX KOUN JaHHBIX
Ha ynmaneHHOM oObekTe. [IpoekTupoBaHWEe ¢ yd4eToM TpeOOBaHUN K CHOCOOHOCTH CHCTEMBI K
BoccTaHOBIeHUIO. OTka3zoycToMuMBOCTh  HpwiokeHuil. OrtkazoycroiuuBocts 1OS. Iloaroroska.
OOHnapysxeHue 1 aHanu3. M3omsiuus, TMKBUAAUS U BoccTaHoBlIeHue. [loBeieHre UTOTOB 10 MHIMACHTaM
uHpopmanmonHoit Ge3omnacHoctu. CeteBoit Moaynb Cisco NAC. Cucrtembl OOHapy>KE€HHsI BTOpPIKEHUIL.
Cuctema npenorspaienus sropxxkenuil. NetFlow u IPFIX. [IpoaBunyThie cpencTa aHanuza yrpo3. Busl
asapuil. Ilnan aBapuiHOrO BOCCTaHOBICHUSA. DBHenpeHue Mep aBapUWHOIO  BOCCTAHOBIICHHS.
Heo6xonmumMocTh B HENMPEpPBIBHOCTH OHM3HEC-TIPOIIECCOB. ACHEKTHl HEMPEPHIBHOCTH OHM3HEC-TIPOIIECCOB.
Jlyudiie nmpakTuku o0ecriedeHns: HeMpPEPbIBHOCTH OM3HEC-TPOLIECCOB.
JlaGopaTopHbie padoThbI.
1 Cisco Packet Tracer. PezepBupoBanue MapupyTH3aTopoB U KOMMYTaTOpPOB.

2 Cisco Packet Tracer. OTka30yCTOWYMBOCTh MapIIPyTU3aTOPOB U KOMMYTATOPOB.

Tema 12. 3amura ypoBHeii o0ecnieuennsi kuoepoesonacHoctu (I1K-3)
Jlekumus.



be3onacHOCT,  OnEpallMOHHONM CHCTEMBI. 3aliMTa OT BPEIOHOCHBIX IpOorpamMM. YIIpaBlleHUE
UCTIpABJICHUSMH. MexceTeBble 3KpaHbl (OpaHAMay’phl) U CUCTEMbl OOHAPY>KEHHsI BTOPKEHHUH Ha OCHOBE
xocTa. 3amura koMmyHukanuil. WEP. WPA/WPA2. B3aumnas ayrentudukanus. Pasrpannuenue gocrymna
K (¢aitnam. Illudposanue aiinoB. PesepBHOe KOMMpOBaHME JaHHBIX M cuUcTeM. DuibrTpauus u
61okupoBanme conepkumoro. Kimonnposanue xectkoro aucka u yrunuta Deep Freeze. 3amurneie kabenu
U 3aMkH. biokupoBka koMmmbioTepa mnocie Oe3aedicTBusi. GPS-monutopunr. Peectp ycTpoiicTB H
panuoMeTKu. YmpamieHue ynaieHHbM noctymnom. Telnet, SSH u SCP. 3ammra mopTtoB M CEepBUCOB.
IIpuBHIerupOBaHHbIE Y4YETHBIE 3alMUCH. ['PyINIIOBBIE NMOMUTUKUA. BKIIOUEHHE KYpPHAJIOB M OIOBEILECHMM.
IIutanue. OrtoruieHne, BeHTWIALMA M KoHauuumoHupoBaHue Bo3ayxa (OBK, HVAC). Kourpoas
anmnapaTtHbIX cpeacTB. OneparuBHblE LEHTPbl. KoMMyTaTophl, MaplIpyTH3aTOpbl U CETEBBIE yCTPOICTBA.
BecripoBogHbie 1 MOOUIIBHBIE ycTpoiicTBa. CeTeBbIe CEPBUCHI U CEPBHUCHI MapiupyTu3anuu. O0opynoBaHue
VoIP. Kamepsl. O6opynoBanue i BHIeo-KOH(pepeHI-cBsi3u. CeTeBble JaTYMKU U Jaryuku MHTepHera
Bemield. TexHonmormu Ouomerpuueckoil uaeHtudukammu. llpomycka u KypHanel goctyna. OxpaHa u
conpoBoXxieHue. Buaeonabmonenne 1 HaOMIOICHWE C MCHOIB30BaHUEM AJEKTPOHHBIX cpeactB. RFID u
OecrpoBoAHOE HAOIIOIEHUE.
JlaGopaTopHbie padoThbI.
1 TloBblieHNE HAAEKHOCTH CUCTEMBI Linux.

2 Cisco Packet Tracer. MexxceTeBble SKpaHbl Ha CEpPBEpPE U CIUCKH KOHTPOJIA JOCTyIa Ha
MapIIpyTHU3aTope.

Tema 13. Kak cratb cnenuajncToM B oosactu kubepoezonacuoctu (IIK-3)

Jlexknus.
OOme yrpo3sl U YS3BUMOCTH, CBS3aHHBIE C MOJb30BATENSMH. YIpaBICHUE YTrpO3aMH, CBA3aHHBIMHU C
1I0JIb30BaTeNsIMU. PacnipocTpaHeHHbIE YIpo3bl JUIsl YCTPOMCTB. YIpaBlI€HHE Yrpo3aMH, CBSI3aHHBIMH C
ycTpoiictBamu. PacripocTpaHeHHbIE YIrpo3sl ISl JIOKAJIBHOM CETU. YIIPABICHUE YIPO3aMU IS JIOKAJIbHON
cetu. PacnpocTpaHeHHble yrpo3bl Ui YacTHOTO oOiaka. YHpaBieHHE yrpo3aMH JJIs 4acTHOTO oOJaka.
PacnipocTpaHeHHbIe yrpo3bl A OOLIEOCTYITHOTO O0Jlaka. YIpaBIEHUE yTrpo3aMu Ui OOIIEAOCTYITHOTO
obnaka. PacnpocTpaneHHble yrpo3bl Ui (GU3UYECKUX CPEICTB. YIPABICHUE YTpo3aMu s (PU3MUYECKUX
cpenctB. PacmpocTpaHeHHbIE Yrpo3sl I NPWIOKECHHUW. YIPABICHHE Yrpo3aMU i IMPUIIOKEHUN.
OTHYECKHE LIEHHOCTH CHEIHaIicTa Mo obecneyeHuio KubepOe3omacHOCTH. MHCTHTYT KOMIBIOTEPHOM
stuku. KubepnpectynHocts. I'paxkaaHckoe U yrojaoBHOE 3aKOHOJATENBCTBO M HOPMATHBHBIC TPeOOBaHUS
MH(POPMALMOHHOTO U TEJIEKOMMYHHUKAITMOHHOTO TpaBa. OTpacieBble 3aKOHBI. 3aKOHBI 00 YBEJOMJICHUH B
cllyuae HapylleHUs 0e30macHOCTH. 3amuTa KOH()UACHIHMATBHOCTH. MeXAyHapOoJIHbIE  3aKOHBI.
Hanmonanenast ©6a3a panabix  ysa3Bumocted. CERT. Internet Storm Center. IlepenoBoil 1eHTp
kubepbezonacHoctu (Advanced Cyber Security Center, ACSC). Ckanepsl ys3BUMocTel. TecTupoBaHue Ha
BO3MOYKHOCTb IPOHMKHOBEHMs. AHaIn3aTopbl MakeToB. MHCTpyMmeHTanpHbBIE cpeacTBa O€30MacHOCTH.
Omnpenenenue pojei cnenuamiucToB 1o kudepoesonacHocTu. CpecTBa Morucka BaKaHCHI.

JlaGopaTopHbie padoThbI.

1 Packet Tracer. OTpaOoTKa KOMIUIEKCHBIX TPAKTUYECKUX HABBIKOB.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

4 cemecTp
* mocenraemMocts — 20 6amtoB
*  TEKyIIUH KOHTPOJIbL — 39 GasioB
*  KOHTPOJBHBIEC CpPe3bl — 3 cpe30B: 3 OaIoB, 4 6amnoB, 4 6aIOB
* mpeMuanbHbIe OauTel — 10 6amioB
* OTBeT Ha ’Kk3aMeHe: He Oonee 30 6amioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:
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No  [HaszBanue tembl | DopMbl Max. MeTtoauka mpoBeICHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboTHI KOHTpOJs | OayuioB
/ cpe3sl
1. |Ilorpebnocts B | Tectupos 3 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MHpPOXOXKAECHUE
kubepOe3onacH aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
oCTH - 90 % - 3 6amna;
- 65 % - 2 6anna;
-50 % - 1 6am;
- meHee 50 % - 0aJ1 He HAYUCIIACTCS.
2. |Araku, noustus | Tectupos 3 TectupoBanne mnoxapazymeBaer 10 BompocoB. 3a TPOXOXKAECHHE
Y TEXHUKH aHue(KOH TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaTh:
TPOJIbHBI - 90 % - 3 6amna;
i cpe3) - 65 % - 2 6anna;
-50 % - 1 6am;
- meree 50 % - 6ay He HAYUCIIAETCS.
3. |3amura nanHbIX | Tectupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
" aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI;
KOH(HICHITHAITb -90 % - 4 Gamna;
HOCTH - 65 % - 3 6amna;
- 50 % - 2 6anna;
- meHee 50 % - 0aJ1 He HAuYUCIIACTCS.
4. 3ammra Tectupos 4 TectupoBanme mompazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
OpraHM3alnn aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaJThI:
- 90 % - 4 6anna;
- 65 % - 3 Gamnna;
- 50 % - 2 Ganna;
- meree 50 % - 6ay He HAYUCIIAETCS.
5. | O6pazoBanue u | Tectupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
Kapbepa B aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTb;
chepe - 90 % - 4 6anna;
UHPOPMAIIOHH - 65 % - 3 Ganna;
o - 50 % - 2 6anna;
0e30MmacHOCTH - meHee 50 % - 0aJ1 He HAYUCIIACTCS.
6. |Kubep6esomnacu | Tectupor 4 TectupoBanme mompasymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
OCTh — MUD aHue TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
3KCIIEPTOB U - 90 % - 4 6anna;
MIPECTYITHUKOB - 65 % - 3 6amna;
- 50 % - 2 Ganna;
- meree 50 % - 6ay He HAYUCIIAETCS.
7. Ky6 Tectupos 3 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKIECHUE
kubepOe3onacH aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTBI;
ocCTH - 90 % - 3 6amna;
- 65 % - 2 6anna;
-50 % - 1 6am;
- meHee 50 % - 6aJ1 He HAYUCIIACTCS.
. TPO3BI €CTHPOB TUPOBAaHUE IIOJ MEBaeT BOTI B. MIPOXOXKIECHU
8 Yrpo3 T 4 TectupoBanne mnoxapazymeBaer 10 Bompocos. 3a OXOXKJIEHHE
KH MacH | aHue(KOH TECTUPOBAHUS BBICTABIISIOTCS CIIEAYIOIINE OaThI:
6epbesormac eCTHUpPOBa CTaBJISIFOTCS CIeyIOIIHe OalIbl:
oCTH, TPOJbHBI - 90 % - 4 Ganna;
YS3BUMOCTU U | i cpe3) - 65 % - 3 Gamna;
aTaku - 50 % - 2 Ganna;
- meree 50 % - 6ay He HAYUCIIAETCS.
9. CrniocoOsr Tectupos 5 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIPOXOXKAECHUE
3aIUTHI aHue TECTUPOBAHUS BBICTABIISIOTCS CIEAYIONINE OaJLTbI:
CEKpETHOMU - 90 % - 5 6amnoB;
UHpOpMaLIH - 65 % - 3 Ganna;

- 50 % - 2 6anna;
- MeHee 50 % - Oaiu1 He HAYUCIIIETCS.




10. | Obecneuenus | Tectupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a TpPOXOXKIECHUE
L[EJIOCTHOCTH aHue TECTHUPOBAHUS BHICTABIISIFOTCS CIICAYIOIIUE OalIbL:
JTaHHEIX -90 % - 4 6anna;
- 65 % - 3 6amna;
- 50 % - 2 6anna;
- MeHee 50 % - Oan He HaYHUCISIEeTCS.
11. | Konmemmust | TecTupon 4 TectupoBanne mnoxapazymeBaer 10 BompocoB. 3a TPOXOXKAECHUE
«IISTh JEBATOK» | aHMe(KOH TECTUPOBAHUs BHICTABIISIIOTCS CIIEAYIOIUE OallIbl:
TPOJIbHBI - 90 % - 4 6anna;
i cpe3) - 65 % - 3 6amna;
- 50 % - 2 Gamnna;
- MeHee 50 % - Oay1 He HaYUCIIIeTCs.
12. 3ammura Tectupos 4 TectupoBanne mnoapazymeBaeT 10 BompocoB. 3a MIpPOXOXKAECHUE
ypoBHEH aHue TECTHUPOBAHUS BBHICTABIISIFOTCS CIICAYIOIIUE OalIbL:
obecreueHus -90 % - 4 6anna;
kubepOe3onacH - 65 % - 3 6amna;
oCTH - 50 % - 2 6anna;
- MeHee 50 % - Oan He HaYHUCIIEeTCS.
13. Kax cratp Tectupos 4 TectupoBanme mompazymeBaeT 10 BompocoB. 3a MPOXOXKICHUE
CIELMAIUCTOM B |  aHHE TECTUPOBAHU BHICTABIISIIOTCS CIIEAYIOIUE OallIbl:
obmactu - 90 % - 4 6anna;
kubepOe3onacH - 65 % - 3 6amna;
ocTH - 50 % - 2 Ganna;
- MeHee 50 % - Oay1 He HaYMCIIIeTCs.

14. ITocemaeMocThb 20 20 GammoB — cryaeHT mocetusn Bce 100% 3amstmii 10 OammoB —
cTyaeHT mocetun He Menee 80% 3ansaTuit 4-5 OamgoB — CTyOEeHT
nmocetus1 He MeHee 50% 3aHATHi 1-3 Oamra — CTYIEHT MOCETHI HE
MeHee 25% 3ansaTuil Ecnu cTymeHT mocetwn MeHee 25% 3aHATHIM,
0aJuTbl HE HAYUCISIOTCST.

15. [IpemuansHbie OaIbl 10 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITH HAYHCIICHBI:

- TIOCTOSIHHAsI aKTHBHOCTH BO BpEMs NMPaKTHYECKUX 3aHATHH — 10
0asuioB

16. OTBeT Ha ’K3aMeHe 30 25-30 6anynoB — CTYyAEHT PacKpbll OCHOBHBIE BOMPOCH M 3aJaHuUs
Ousera Ha OLEHKY «OTIMYHO».
18-24 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
OusieTa Ha OLIGHKY «XOPOLIOY,
10-17 ©annmoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHuUs
Ousera Ha OLICHKY «YIOBJICTBOPUTEIHLHO

17. Hroro 3a cemectp 100

Hrorosas omenka mo 3a4eTy BbicTaBisieTcs B 100-0amnpHOM MIKale U B TPAIUIIMOHHON YeThIpeXx0aTbHOM
mkane. [lepeBog  100-GammpHOM
YEeThIPEX0aUIBHYIO OCYIICCTBIISETCS CIASAYIOMNUM 00pa3oM:

PEeWTHHIOBOM OICHKA IO JUCHUUILNIMHE B  TPAJAUIHMOHHYIO

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

50 - 100 GayuioB

3auyTeHo

0 - 49 6aiut0oB

He 3aureno

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

4.3 IIpomexxyTouHast aTTeCTaIMs 110 AUCIIUIUIMHE MPOBOIUTCS B popMe 3adeTa

Tunossblie Bonpocsl 3auera (ITK-3)

Tunosble 3aganusa 1 3adera (IIK-3)
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4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTeCTALMKI

JleckpunTopsl (YpOBHH) — OCHOBHBIC TIPU3HAKH OCBOCHHUS (ITOKA3aTeIu

Ornenka Komnerentuu
JOCTHKEHUSI pe3ylibTaTa)

I1K-3 Bnageer meromamu 3amuThl KOMIBIOTEPHBIX CHUCTEM M CETEel OT
MMOCTOPOHHETO BoznercTBHs. CriocobeH aIMUHUCTPUPO-BATh
CpEICTBa 3alIUThl KOMIIBIOTEPHBIX CUCTEM U CETel MPHUKIAJHOTO U
CU-CTEMHOTO MPOrpaMMHOro oOecredeHus A oOecre-4yeHUs HX
0e30macHOCTH.

«3a4TEHOY
(50 - 100 6ammoB)

I1K-3 He Bnaneer MeTtonamu 3a-IIUTHI KOMIIBIOTEPHBIX CH-CTEM U CETEH OT
MOCTOpOH-HeTo Bo3aeicTBuA.fHe cnocoOeH amaMUHUCTPU-POBATH
CpEICTBa 3alIUThl KOMIIBIOTEPHBIX CUCTEM U CETel MPHUKIAJHOTO U
CU-CTEMHOTO MPOrpaMMHOr0 oOecredeHus A oOecre-4yeHUs HX
0e30macHOCTH.

«HE 3aYTCHOY»
(0 - 49 6amnos)

5. MeTonnueckue ykazaHusi AJsl 00y4a0OIUXCS 110 OCBOCHUIO M CHUILIHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3AIMNA CAMOCTOSTEIBHOM PabOThI 00YUYaOIIUXCSI:

[Tpuctynas kK U3y4eHUIO AUCIUILTUHBI, B IEPBYIO OYepeab 00yJarOMUMCs HEOOXOAMMO 03HAKOMHUTHCS
cofepxaHueM padoueii mporpammel nuctuiuinibl (PI1/]), kotopas onpenenser coaepxanue, 00beMm, a
TaKKe TOPSIOK U3YUCHHSI U MTPETIOAaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171s caMOCTOSTENbHOM paboThl BayKHOE 3HaYEHHE UMEIOT pa3zeibl «O0beM U collepskaHne AUCIUTITMHBD),
«YuebHo-meTonyeckoe U nHGOpMAIIMOHHOE 0O0ecTieyeHIe TUCIUIUIMHBD U «MaTepruaabHO-TEXHUYECKOe
obecrieueHre JUCITUTUIMHBI, TporpaMMHOE o0ecriedeHue, MpodecCHoHaIbHBIC Oa3bl TaHHBIX 1
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B paznene «O0beM U coaepkaHue TUCHUIUIMHBD) YKa3bIBAIOTCS BCE pa3ielbl M TEMbI H3y4aeMOn
JTUCIMILTMHBL, @ TAKXKE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pazgene «YuebHo-MeTonuyeckoe u HHPOpMAIIMOHHOE 0OecTieyeHNe TUCIUILUIUHBD yKa3aHa
pEeKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B pazgene «MatepuanbHO-TeXHUYECKOE 0OecreueHrne AUCIUILIMHBI, TPOrpaMMHOE 0OecTiedeHue,
npodeccuoHanbHble 0a3bl JAHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI) COJIEPIKUTCS NIEPEUCHb
npodeccuoHanbHbIX 0a3 JAaHHBIX U MH(GOPMAIIMOHHBIX CIIPABOYHBIX CUCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIIINHBL.

5.2 Pexomennanuu o0y4aronmmMcs o padore ¢ TEOPeTUYeCKUMU MaTepraiaMHy Mo TUCIUIUINHE

[Tpu u3yyeHnn 1 mpopadbOTKe TEOPETUICCKOTO MaTepraia HeOOXOaUMO:

- IPOCMOTPETH elle pa3 npe3eHraiuto Jekuuu B cucreme MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKIIMOHHOM 3aHSTHHM MaTepuaj U JIONOJHUTh €r0 ¢ y4eTOM PEKOMEHAOBAHHON JOTOIHUTEIBHOU
JIUTEPaTypBbl;

- IPU CaMOCTOSITEIbHOM M3YYEHUU TEOPETUUYECKOM TeMbI CIelaTh KOHCIIEKT, UCII0NIb3ys PEKOMEH/1I0BaHHbIE
B PI1/] ucrounuku, npodeccuoHallbHbIE 0a3bl JaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHON pabOTHI, IO TeME MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TIPH MIOATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabore ¢ Hay4HOU U y4eOHOM IuTepaTypoit

PaboTa ¢ OCHOBHOM U JOTIOTHUTEIBHOM JTUTEPATYPOH SBIISCTCS TIIABHOU (DOPMOM caMOCTOSATEIBLHOM
paboThl U HEOOXOAMMA IIPH MOJTOTOBKE K YCTHOMY ONPOCY Ha CEMUHAPCKUX 3aHATHUSAX, K Jledaram,
TECTUPOBAHUIO, FK3aMeHy. OHa BKIII0YaeT MpopaboTKy JEKIIMOHHOTO MaTepuala U peKOMEHI0BaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nexiuu 1omKkeH couepkars peepaTUBHYIO 3aliCh OCHOBHBIX BOIIPOCOB JIEKIIUHU, B TOM YHUCIIE C
onopoi Ha pa3menieHHublie B cucteMe MOODLe npe3eHTanu, 0CHOBHBIX HCTOYHUKOB U JIUTEPATYPHI 110
TeMaM, BBIBOJIBI 10 Kaxa0My Bonpocy. KoHcrekT MoKeT ObITh BBIIIOJHEH B paMKax pacreyaTKy BblIaun
MIPE3CHTAITNH JICKITUH WM B OTACIBHOU TeTpaau mo npeamety. OH T0KEeH ObITh aKKypaTHBIM, XOPOIIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH()OPMALIMIO UIN PUCYHKH.
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KoHcneKThl HayuHOU JTUTEpaTypbl IPU CAMOCTOATENBHOM IOATOTOBKE K 3aHATHUAM JOJKHBI COZIEP)KaTh
OTBETHI Ha KaX/Iblii TOCTABJICHHBINH B TEME BOIPOC, UMETh CCHUIKY Ha HCTOUHUK MH(DOPMAIIH C
00s13aTeIbHBIM YKa3aHHEM aBTOPA, HA3BaHUS U FO/1a U3AAHUS HCIIOIB3yEMOM HAydHOU JIUTEPATyPHI.
KoHcnekT MokeT ObITh OLOPHBIM (COAEPIKATh JIUIIb OCHOBHBIE KIIIOYEBHIC TO3UIIMN), HO TIPH 3TOM
MO3BOJISIFOIIMM J1aTh MOJHBIN OTBET MO BOMIPOCY, MOXKET ObITh MOAPOOHBIM. OObEM KOHCIIEKTa
OIpeaAcCACTC CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- ACJIaTh 3allUCH I10 XOAY UYTCHUSA B BUJAC IPOCTOTO WJIK PA3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBIIATH TE3UCHI (LIUTUPOBaHKUE HanOoJIee BaXKHBIX MECT CTAaTbU MJIM MOHOTpaduu, KOPOTKOE
M3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHJalMy 1O MOATOTOBKE K OT/AEIBHBIM 3a/IaHUSIM TEKYIIET0 KOHTPOJIS

CobecenoBaHue mpernoiaracT OpraHu3aluio 6ecepl MpenoaaBares co CTyAeHTaMH 110 BOIIpocam
MIPAKTHUUECKOTO 3aHATHSI C LeNIbl0 Oosiee 00CTOATEIHHOTO BBISIBICHUS UX 3HAHUI 110 OMPEIEICHHOMY
paszzeny, Teme, npobieme u T.i. Bce wieHsl rpymnbel MOTYT Y4acTBOBaTh B OOCYXACHUHU, 100aBIATh
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

VYCTHBINM OITPOC MOXKET MPUMEHSITHCS B Pa3IUIHBIX (hopMax: (GpOHTATBHBIN, WHIUBHUIYaTbHBIH,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEIKALIETO OIICHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKA U3JI0KECHUS MaTepuaa;

- pPalMOHAJILHOCTh UCIIOIb30BAaHHBIX IPUEMOB U CIIOCOOOB PEILIEHUS TOCTABIEHHON yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTD U IPPEKTUBHOCTH MCIIOIB30BAHUS HATTISITHBIX TOCOOUH M TEXHHUECKHUX CPEJCTB MPHU
OTBETE;

- HCIIOJIb30BaHUE JIOMOTHUTEILHOTO MaTeprana;

- palMoOHAJIBLHOCTD HUCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBINM OIIPOC MOXKET CONMPOBOXKAATHCS MPE3EHTALNUEH, KOTOPAsi IOATOTaBIMBACTCS 110 OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATHUs. [Ipy BBEICTYIUICHHH C TIpe3eHTaNHel Heo0XoquMo o0paIiaTh BHUMaHKE
Ha TaKMe MOMEHTHI KaK:

- collepyKaHue NIPE3EHTAIMH: aKTyaJIbHOCTh TEMBI, IIOJIHOTA €€ PACKPBITHS, CMBICIIOBOE CO/IEp)KaHUE,
COOTBETCTBHE 3asIBJICHHOMN TEMbI COIEPKAHUIO, COOTBETCTBUE METOANYECKUM TPEOOBAHUAM (LI€TTH. CChUIKH
Ha pecypchbl. COOTBETCTBUE COEPKAHUS U TUTEPATypbl), MPaKTHUECKasi HAIIPABICHHOCTh, COOTBETCTBHE
cofiepaHus 3asBJICHHON (opMe, aIeKBaTHOCTh UCIIOJIb30BaHUS TEXHUUECKUX CPEICTB yUeOHBIM 3a/1auam,
MOCJIEIOBATENBHOCTD U JIOTUYHOCTD MIPE3EHTYEMOT0 MaTepuara;

- ohopmiteHHE Mpe3eHTaIU: 00beM (ONTUMATBHOE KOJIMYECTBO), AU3alH (YMTAEMOCTh, HATMYNE U
COOTBETCTBHE rpaQUKH U aHUMallMH, 3ByKOBO€ 0(hOpMIIEHHE, CTPYKTYpUPOBaHUE HHPOPMALIUH,
COOTBETCTBHE 3asIBJICHHBIM TPEOOBAHUSAM), OPUTUHAIBHOCTH OOPMIICHHUS, ICTETHUKA, UCTIOJIb30BaHHE
BO3MOXKHOCTH NPOTPAMMHOM CpPeibl, COOTBETCTBHE CTaHIapTaM o(pOpMIICHUS;

- TUYHOCTHBIEC Ka4eCTBA: OPATOPCKUE CIOCOOHOCTHU. COOIIIOCHHUE PEeTNIaMEHTa, SMOIIMOHATILHOCTD, YMEHHE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, TNTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3JiesaM MporpamMMmbl:
- coJlep’KaHue BBICTYIUICHHUS: JJOTUUYHOCTh U3JI0KEHUS MaTepuaa, paCKpbITHE TEMbI, TOCTYITHOCTb
uznoxenus, 3¢pdexruBHocTh NpuMeHeHus cpeactB KT, cnocoOb! v ycnoBus 0CTHKEHHS
PEe3yIbTaTUBHOCTH U 3((HEKTHBHOCTH JJIs BHITTOJIHEHHS 3a71a4 CBOEH TpodeccHoHaNbHOM W y4eOHOM
NesITeNIbHOCTH, T0Ka3aTeIbHOCTh MPUHUMAEMbIX PEIICHUH, YMEHHE apTyMEHTUPOBATh CBOU 3aKIIIOYECHHUS,
BBIBO/IB.

6. YueOHO-MeTOAUYecKOe U MHPOPMALIMOHHOE O0ecneyeHue TUCIHHIIINHBI

6.1 OcHoBHas nuTeparypa:

14



15

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :

sanektpoHubit  /  OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiim»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlanonnna O. P. Kpunrorpadguueckne ocHOBBI Oe3omacHOCTH. - MockBa: HarmonanbHbI OTKPBITHINA
VYuusepcuretr « IHTYUT», 2016. - 244 c. - Teker : anexkrponHsbiil / DbC «YHuBepcuteTckas onbamoreka
onaiin» [caitt]. - URL: http://biblioclub.ru/index.php?page=book&id=429092

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun JI. B. KommbiorepHsle ceTu : ydeOHO-MeToguueckoe mocobue. - Mocksalbepnu:
Hupext-Menua, 2015. - 66 c. - Tekcr : snexkrponHsiii / OBC «YHuBepcureTckas 60MONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kapramesckuii, B. I, Jluxtuungep, b. A., Kupeesa, H. B., Bypanoa, M. A. KoMmmnbioTepHbie ceTH :
yueOHUK. - Becb cpok oxpanbl aBropckoro mnpaBa; Kommbrorepaele cetu. - Camapa: IloBomxckuii
TOCY/IapCTBEHHBIN YHHUBEPCUTET TeleKOMMYHUKalmii u wuHpopmaruku, 2016. - 267 c. - Texkcr
snextpoHHbIi / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/71846.html

3. Kosran, H. M. KommnetotepHasie cetu : yuedHoe ocodue. - 2025-03-10; KommnbroTepHbie ceTu. - MUHCK:
PecniyOnukanckuii WHCTHTYT mpodeccuoHanbHoro obpaszoBanus (PUIIO), 2019. - 179 c. - Teker :
anekTpoHHbi // [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/93384.html

6.3 VHbIe NCTOUHMKMU:

1. Bonpocs! o6pazoBanus - http://www.ecsocman.edu.ru/vo

2. ®enepanpHas ciryx0a 1mo Haa30py B chepe obpazoBanms v HayKu - http://obrnadzor.gov.ru
3. Ilopran "I'ymanutapaoe oopazoBanue" - http://www.humanities.edu.ru/

4. ®enepanpHbiii optan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jy1st mpoBeicHUS 3aHATHI 0 TUCITUTIIINHE HEOOXO0IUMO CIIeIYIONIee MaTepHAIbHO-TEXHHUECKOE
obecrieueHre: yaeOHbIE ayTMTOPUHN TSl IPOBEJCHUS 3aHATHH JICKITMOHHOTO U CEMHUHAPCKOTO THUTIA,
TPYIIOBBIX U UHAUBUYaTbHBIX KOHCYJIBTAIIUN, TEKYILETO KOHTPOJIS U TPOMEKYTOUHOM aTTeCTallH,
TTOMEIICHHUS JIJISI CAMOCTOSTEIHHOM PaOOTHI.

VYdeOHbIe ayTUTOPUU U IIOMEIICHUS ISl CAMOCTOSTEIIFHON paOOThl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeIbI0 U TEXHHUECKAMU CPEIICTBAMH OOYUYCHUS, CITYKAIUMHE JUTs IPEACTaBICHUs yaeOHOW HHPOpPMAITUH
OO0JBIION ayTUTOPUH.

[TomerieHust 17151 CAaMOCTOSITENBHOM pabOThl YKOMILIEKTOBAHBI KOMITBIOTEPHOI TEXHUKON C BO3ZMOKHOCTBIO
noAKITIoueHus K cetd "MHTepHeT" u obecrnedeHrneM TOCTyIa B SJEKTPOHHYIO
MH(POPMALMOHHO-00pa30BaTEIbHYIO CPEAy YHHUBEPCUTETA.

Jliis mpoBeieHHs! 3aHATHH JIEKIIMOHHOTO THUIIA UCTIONB3YIOTCS HAOOPHI IEMOHCTPALlMOHHOTO 000pYy/I0BaHUS,
o0ecrevnBarole TeMaTHYeCKUe WILTIOCTPpAUU (TIPOEKTOp, HOYTOYK, SKpaH/ MHTEPAKTUBHASI TOCKA).

JluneH3noHHOE ¥ CBOOOTHO PACcTIPOCTPaHIEMOE MPOTPaMMHOE 00eCTICUCHHE:
Microsoft Windows 10

Microsoft Office [Ipodeccronanbhsrii mioc 2007

Adobe acrobat

LibreOftice

Omneparmonnas cuctema "Anst O6pazoBanue"

Cisco Packet Tracer

ITpodeccronanbhpie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN KaTajuor @yHIaMEHTaIbHON OubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog



2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru
3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmekrtponHas OubOnumoreka Poccuiickoit  akamemunm — ectecTtBo3Hanms. —  URL:
https://www.monographies.ru

9. OnekrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpemnomaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEie YHUBEPCUTETA.
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